With the growing applications of digital images in medical health system and the development of computer networks, medical image encryption has become an important technology to protect patients' privacy when it is transmitted over open networks. Recently, chaos-based encryption approaches have been proven to be more effective for image encryption than other traditional methods (e.g. IDEA and AES). In this paper, we propose a novel chaos-based medical image cryptosystem with permutationdiffusion architecture, which provides efficient and secure transmissions for medical images over open networks. In the permutation stage, we introduce a novel shuffling method, which shuffles each pixel in plain image by exchanging it with a certain pixel selected by chaotic Logistic map. Compared with conventional permutation schemes based on Arnold cat map, Baker map and Standard map, the new scheme is superior in both key space and efficiency. In diffusion stage, each pixel is masked according to both key stream element and previous ciphered pixel so as to make the cryptosystem secure against differential attack. Intensive cryptanalysis is carried out and the experimental results demonstrate that the cryptosystem can withstand all kinds of known attacks, which includes brute-force attack, differential attack, known/chosen plain-text attack as well as various statistical attacks. Moreover, efficiency test indicates that the cryptosystem is efficient enough for real-time medical image protection applications.
Introduction
Picture Archiving and Communication Systems (PACS) have been widely employed in modern medical healthy systems. It also provides the current medical image transportation and storage standards. With the fast development of computer networks technology, it is very convenient to access and share medical images and other kinds of data over public networks to provide high quality care for patient. However, patients' data is usually confidential, which means that the data can only be visible to authorized persons [1] . Data transmitted within a local network of a certain hospital can usually be protected by a firewall from outside intruders, but telemedicine applications require communications over public networks outside the hospital. For example, data may be transmitted form patient's home to hospitals to other places for telehealth applications. Encryption is the most effective way to protect medical information from unauthorized access [2] [3] [4] [5] . Ordinary data (e.g. text information) can be easily processed by conventional block ciphers, such as DES, AES, and IDEA, but for digital images, those encryption algorithms do not work well. This is because image encryption is quite different from the text data encryption: most images have some inherent features such as bulk data capacity and high correlation among pixels, which make conventional encryption algorithms hard to handle.
Since 1990s, many researchers have concentrated on image encryption algorithms with chaotic dynamical systems. It is reported that there are some useful features in chaotic systems, such as ergodicity, mixing property and sensitivity to initial conditions/parameters in chaotic dynamical systems. Those features can be considered as some ideal cryptographic properties to design confusion and diffusion operations in the cryptosystems. Based on this consideration, chaos-based image encryption algorithms have been widely studied over the past decade. It is proven that the chaos-based image cryptosystem can process images with high security and efficiency, so it is regarded as one of the most effective approaches to cope with medical image protection.
Here we give a brief review of the chaos-based image encryption approaches. Fridrich [6] suggested that a good chaos-based image encryption algorithm should contain two stages: confusion and diffusion. The former permutes the pixels of a plain-image with an invertible chaotic map while the latter alternates the grayscale level of each pixel one after another. This strategy has become the main architecture of the chaos-based image cryptosystems. Since this work, a number of chaos-based cryptosystems have been presented. In the confusion stage, chaotic Cat map, Baker map and Standard map are used most frequently to permute pixel positions. Furthermore, in [7, 8] , the 2D chaotic Cat map and Baker map were generalized to 3D form to enhance the effectiveness of permutation. To improve the efficiency of chaotic cryptosystems, further contributions have been published to reduce either the number of encryption rounds or the computational complexity of diffusion process. In [9] , Xiang et al. proposed a selective gray-level image encryption method. In this method, only a part of significant high bits of each pixel are alternated by the key-stream generated from a one-way coupled map lattice. It is claimed that this method is more efficient than the methods that alternate the entire bits of pixels. Wong et al. [10] proposed a diffusion method denoted as simple pixel value modification, which can be embedded into the permutation stage. Fu et al. [11] proposed a novel bidirectional diffusion strategy which can significantly accelerate the spreading process and hence the same level of security can be achieved with fewer overall encryption rounds. Besides efficiency issues, security improvements on chaotic image cryptosystem have also been widely considered. In [12] , the parameter of nonlinear piecewise chaotic maps was changed by attaching it to the additional trigonometric chaotic maps with the purpose of enhancing the unpredictability of the cryptosystem. In [13, 14] , highdimensional chaotic systems were employed for image encryption in order to overcome the drawbacks of small key space and weak security in widely used one-dimensional chaotic system. Wang et al. [15] proposed a chaos-based image encryption algorithm with variable control parameters with the purpose of avoiding the periodicity of permutation and improving the ability against known/chosen plaintext attack. In [16] , a bit-level permutation method was proposed to improve the security of the easy broken confusion module. In this method, the pixel value mixing effect is contributed by both diffusion module and the improved confusion module, thus the overall security of the cryptosystem is enhanced.
In this paper, we propose a novel chaos-based medical image cryptosystem by presenting a new permutation approach with a one-dimensional chaotic map. First, the architecture of the proposed cryptosystem is indicated, which is based on the well-known permutation-diffusion approach, and then we introduce a novel permutation method. This approach exchanges each pixel in plain image with another selected pixel sequentially and the selection is determined by chaotic Logistic map. It is demonstrated that a well shuffled image can be produced by using the proposed method with only one round operation, which performs quite better than 2D chaotic maps, such as Arnold Cat map and Baker map. Extensive cryptanalysis including key space analysis, key sensitivity analysis as well as various statistical analyses is carried out. The results indicate that the proposed cryptosystem provides good protection for medical images transmitted over open networks. Moreover, the efficiency of the cryptosystem is evaluated and the results show that its speed is much faster than that of the AES algorithm.
Framework of The Cryptosystem
The framework of the proposed medical image cryptosystem is shown in Fig. 1 . The system is composed of two modules: permutation and diffusion. In the permutation stage, the position of each pixel is shuffled in a secret order while keeps its value unchanged. In diffusion stage, the pixel values are modified sequentially, according to both key stream generated by chaotic map and the previous ciphered pixel. The initial parameters and conditions of the chaotic maps are regarded as the secret keys. For conventional permutation schemes, the number of iteration in the permutation stage, denoted by m, is usually set to 3 or bigger so as to sufficiently decorrelate the relationship between adjacent pixels. However, in our cryptosystem, m can be set to 1 due to the high effectiveness of the proposed permutation approach, which will be discussed in next section. Moreover, whole permutation-diffusion procedure repeats n=2 rounds to achieve a better security performance. 
The Proposed Permutation Using Logistic Map
Three types of discretized two-dimensional chaotic maps named Arnold Cat map, Baker map, and Standard map are usually employed to implement pixel permutation [17] . These discretized maps take each pixel and assigns it to some other position in a bijective manner. As mentioned above, the permutation process is usually iterated several times to achieve a satisfactory confusion effect. Besides, it is also reported that this kind of chaotic maps will be periodic after discretization. This means the shuffled image will be back to plain image after certain times iteration.
In order to solve these problems, we introduce a novel permutation approach using chaotic Logistic map, which is describe by
where μ is the control parameter and x n is the state value. When μ takes values in the range [3.57, 4] , the system is chaotic. In permutation process, each pixel in plain image is exchanged with another pixel selected by Logistic map. The detailed procedure is described as follows.
Step 1: The pixels of the plain image are arranged to a vector p={p 1 , p 2 , …, p N×N } in the order from left to right, top to bottom.
Step 2: Iterate Eq. (1) for N 0 times to avoid the harmful effect of transitional procedure, where N 0 is a constant and is set to 200 in this paper.
Step 3: Iterate the Logistic map continuously. We can obtain one pseudo-random position t(n) from the current state of the chaotic map according to
where floor(x) returns the value of x to the nearest integers less than or equal to x, mod(x, y) returns the remainder after division, and M is the size of vector p, namely the number of pixels in plain image.
Step 4: Exchange current pixel with the pixel at position t(n). That is, if the position of current pixel is p(n), the pixel will be exchanged with the pixel at p(t(n)).
Step 5: Return to Step 3 until all the pixels in vector p are exchanged.
It is noted that there are some 'weak' states in Logistic map. For example, the points of x n =0.5 and x n =0.75 can not be used when μ is set to 4.0, otherwise the iterations will be trapped to the fixed point 0 and 0.75. If this case is encountered, a slight perturbation should apply. The inverse permutation for decryption can be achieved by moving each pixel from the end of the shuffled image.
The proposed permutation approach can make the pixels completely disturbed with only one round operation. Here we give an example to illustrate this advantage. The application of the proposed method to a grayscale medical image with 512×512 size is demonstrated in Fig. 2 . Fig. 2(a) shows the plain image, and Fig. 2(b) is the shuffled image after applying the proposed permutation method once. The permutation keys are μ = 4.0 and x 0 = 0.30. As can be seen from Fig. 2 , the strong correlation in plain image has been completely erased. In addition, permutations based on Baker map are also performed for comparison with the proposed scheme. Fig. 3(a)-(c) show the results of applying the generalized discretized Baker map once, two, and three times, respectively. As can be seen from Fig. 3 , there are some obvious patterns in the shuffled images after one round and two rounds and it needs at least three rounds to achieve satisfactory performance. Similar results can be obtained when applying Arnold cat map and Standard map. So it can be concluded that the permutation effect the proposed method is significantly superior to that of conventional schemes. 
Diffusion Approach
In this section, we describe the diffusion approach for our cryptosystem. The Logistic map is employed again for key stream generation. The detailed diffusion procedure is described as follows:
Step 1: Same as Step 2 in permutation approach.
Step 2: Iterate the Logistic map continuously as the permutation method does and one key stream element can be obtained from each iteration according to
where L is the possible gray levels of a grayscale image. For the medical images discussed in this paper, we regard that there are 256 possible gray levels.
Step 3: Calculate the cipher pixel values according to the following formula
where p(n), k(n), c(n) are the currently operated pixel, key stream element and output cipher pixel, respectively, and c(n-1) is the previous cipher pixel. The initial value c(-1) can be set as constant in range [0, 255].
Step 4: Return to
Step 2 until all the pixels in vector p are encrypted. Finally the encrypted pixel set c={c 1 , c 2 , …, c N×N } is rearranged to a N×N matrix and the cipher-image is obtained.
The inverse operation for decryption is given by
The shuffled image (Fig. 2(b) ) is encrypted by using above diffusion algorithm, as shown in Fig. 4 . The diffusion keys are μ= 3.98, x 0 = 0.40. Moreover, c(-1) is set to 128. 
Experimental Results
In this section, the security and efficiency of the proposed cryptosystem are thoroughly analyzed. On one hand, a good cryptosystem with high security must have the ability to resist all kinds of known attacks, such as brute-force attack, differential attack, known/chosen plain-text attack as well as various statistical attacks. Therefore, key space analysis, statistical analysis and key sensitivity analysis are performed in this section to indicate that our cryptosystem can effectively protect the medical images transmitted over open networks. On the other hand, we also make speed analysis by comparing the proposed cryptosystem with AES algorithm, which is a widely used conventional approach.
Key Space Analysis
Key space is an important factor for measuring the ability of withstanding the brute-force attack. It must be large enough (e.g. more than 2 128 ) to make the brute-force attack infeasible by using modern high performance computers [18] .
The key space can be viewed as the total number of different keys that can be used in the encryption/decryption procedure. For the proposed cryptosystem, the key space is the number of possible combinations of K p (keys for permutation stage) and K d (keys for diffusion stage) since the two encryption stages are independent of each other. It can be seen that each of K p and K d are composed of two floating point numbers (x 0 , μ), where x 0 takes any float number between 0 and 1, and the range of μ is (3.9, 4). Both x 0 and μ are represented by 64-bit double-precision numbers, so the computational precision of those numbers is about 10 -15 according to the IEEE floating-point standard [19] . Therefore, the total key space S total of the propose cryptosystem is 192 2 14 15 2 ) 10 10
which is large enough to make brute force infeasible.
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Key Sensitivity
A good image cryptosystem must ensure that two cipher images from the same plain text but with a pair of similar keys are totally different. To evaluate the key sensitivity property of the proposed cryptosystem, we change x 0 in K p from 0.123456789123456 to 0.123456789123457 while keep other parts of the keys unchanged. The two ciphered images and the differential image between them are shown in Fig. 5(a)-(c) , respectively. Further calculation indicates that the difference between the two ciphered images is 99.64%. Similar experiments are also performed by changing μ in K p , x 0 in K d , and μ in K d , respectively. The results of differences are all above 99.6%. So it can be concluded that the proposed cryptosystem is extremely sensitive to the keys. Therefore, differential attack would become useless and inefficient in practice. 
Statistical Analysis
To our knowledge, a number of ciphers have been cracked with the help of various statistical analyses, which are important tools in the area of cryptanalysis. Therefore, an effective cipher must be robust against statistical attacks. Here we depict the histogram of the ciphered image produced by our approach in order to demonstrate the robustness of the proposed cryptosystem. Moreover, the correlation of two adjacent pixels and information entropy are also considered in the following experiments.
First, we show the image histogram that illustrates the distribution of pixel values in an image. The number of pixels at each grayscale level is plotted in the histogram. Generally speaking, the pixel distribution of a satisfactory cipher image should be uniform. This is because the cipher image should hide the redundancy of its corresponding plain image and the relationship between them. Therefore it is hard to obtain useful information when the pixel distribution of the cipher image is uniform.
The 3D histograms of plain image ( Fig. 2(a) ) and its ciphered image (Fig. 4) are shown in Fig. 6 (a) and (b), respectively. Clearly, the histogram of the ciphered image is fairly uniform and completely different from that of plain image and hence the ciphered image does not provide any clue for statistical attack. An
Second, the correlation property of the plain and cipher images are analyzed. For a plain image, most pixels are highly correlated with their adjacent pixels because of the visual content. For example, in Fig. 2 , most pixels with same grayscale level are adjacent either in horizontal, vertical or diagonal direction. However, the correlation between adjacent pixels in a cipher image that produced by a good image cryptosystem must be sufficiently low so as to resist correlation based statistical analysis.
The correlations of two horizontally adjacent pixels of the plain image and its ciphered image are shown in Fig. 7(a) and (b) , respectively. The points in Fig. 7(a) are located around the diagonal, and on the contrary those in Fig. 7(b) In order to compute the correlation between two adjacent pixels, the procedure below is carried out. Firstly, 3,000 pairs of adjacent pixels are randomly chosen from horizontal, vertical and diagonal directions, respectively. Then the correlation variances are calculated by using formulas (6)-(9).
where x and y denotes grayscale values of two adjacent pixels in an image, and N is the number of samples.
The results of the correlation coefficients for horizontal, vertical and diagonal adjacent pixels for the plain image and its ciphered image are given in Table 1 . As can be seen from Fig. 7 and Table 1 , the correlations between adjacent pixels in plain image are strong (higher than 0.9), whereas it is greatly decreased in the ciphered image, which is very close to 0. At last, we carry out the entropy analysis. In information theory, entropy, as a significant feature of disorder, is usually employed to measure the randomness of information. We use the following formula to calculate the entropy H(s) of a source s:
where N is the number of bits representing a symbol m i ∈m and P(s i ) is the probability of symbol m i .
To compare the information entropy of the plain image and its ciphered image, we count the number of occurrence of each pixel m i and record and the probability of occurrence. The entropy of the plain image is 5.3883 while that of the cipher image is 7.999267, which is quite close to the theoretical value of 8 (for an image with 256 gray levels, H(m)=8). So it can be concluded that the information leakage is negligible and the cryptosystem shows high security against entropy attack.
Speed Analysis
Though we have shown the security of the proposed cryptosystem, we also have to show its efficiency, which is an important measure for the image cryptosystems because medical images transmitted over networks are frequently for real-time teleradiology applications. The running speed of the proposed cryptosystem is evaluated and compared with that of the most widely used AES algorithm, as listed in Table 2 . The experiments are performed on a personal computer with a Pentium D 2.8GHz processor and 4GB RAM. As can be seen from Table 2 , the efficiency of the proposed cryptosystem is far better than the conventional AES algorithm. With such a speed, this image cryptosystem provides a good candidate for real-time secure image transmission applications. Furthermore, we discuss the efficiency of the proposed permutation approach. The speed of permutation approaches with 2D Cat map, Baker map, and the proposed method are listed in Table 3 . The image employed in this test is a 256 level grayscale image with 512×512 size. As can be seen from Table 3 , the proposed method is faster than the Baker map and is slightly slower than the Cat map. While consider that the key space of Cat map is too small, we suggest that the proposed method is a good choice for image permutation. 
Conclusions
Chaos-based medical image cryptosystems can provide good protection against illegal access of patients' data, especially when images are transmitted over open networks in telemedicine applications. Studies on this topic mainly concentrate on improving the security as well as the encryption efficiency. In this paper, a novel chaos-based medical image cryptosystem has been presented. The architecture of the proposed chaos-based medical image cryptosystem is indicated first, which is based on the wellknown permutation-diffusion approach. Next, a novel permutation method that uses the Logistic map is presented. Compared with Arnold Cat map and Baker map which are widely employed in image permutation, the new approach is superior in overall performance of efficiency and key space. The plain image can be well confused by using the proposed permutation method with only one round operation. Intensive security analyses including key space analysis, key sensitivity analysis as well as various statistical analyses have been preformed. The results demonstrate that the proposed cryptosystem provides high protection for patients' privacy against unauthorized access. Besides, the efficiency has also been evaluated, where we show that its speed is much faster than AES method. With those good performances analyzed in this paper, we conclude that the proposed medical image cryptosystem provides a good candidate for real-time secure medical image transmission applications.
